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|s anything wrong with this? 5

router bgp 12345

no synchronization

bgp log-neighbor changes

network 10.9.8.32 mask 255.255.255.252
network 10.9.7.72 mask 255.255.255.255
neighbor 10.9.8.33 remote-as 12346
neighbor 10.9.8.33 filter-list 10 out
neighbor 10.9.8.33 route-map rmap out
no auto-summary

|
1p as-path access-1ist 12346 permit _12346_
|
ip as-path access-list 10 permit A$
ip as-path access-list 10 permit A12346%
|

route-map rmap permit 10

match as-path 12346

set as-path prepend 1
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Maintaining a ISP network ... e

¥ A central cost driver of network is the Oturn-up
procedure (circa 2002) ...

(online) (factory floor) (customer prem.)
Service Customer Router Router Router
Order Order > Build %?122%3;2; > Install
N T
Engineering Engineering Local
and Trouble. Service and Trouble. Config
Guide (ETG) Config. Guide (ETG)

¥ Problemthis is a lot of data and a lot of people.
¥ Note: Green-belcconbguration is scope of thialk.
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Problems ~

¥ Introducing a new object into the
network requires that you deal wit
the following challenges:

» Some of the data is going to lvaong.

» Some of the data Is going to be
unknowablebefore deployment

» There are many, margifferent options
that must be able to be conbgured,
often in combination.

» Network conbgurations chandeften
invisibly to network administrators)

» Enablers are oftennderskilledand
overworked
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A Template Approach o

¥ The PRESTO Approach CISCO 7609

» Define configuration rules as close to the native =
configuration language as possible (but generic)

» Create a hybrid language to OwrapO around

conbguration statements r
[ n n » n MPLS
¥ This is more than variable substitution VPN (Entororiso
» Nest-able conbguration templates (compositic
» Sophisticated data modeling (SQL) r
. . VPN (Management)

» Data driven template evaluation (loops,

conditionals) e

» Data extraction from management interfaces

» Custom language extensions for domain spec
transformations
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Stateless Pluggable Design >

¥ PRESTO conbguration rulestabular (data model) andbgic

¥ Domain experts debPne services@sfiglets describing different
parts of the conbPguration (master template)

i
I <<
| ~—
: o - Tabular
| Application Specific Supplementary
| D
! ata Model Data
| (long lived)
|

N~
' i /
| —
|
v
Batch request : Parse inputs and Provisioning
Input of related > merge with —» Database
routers supplementary data (short lived)
(short lived)

Application Specific
Master Template

N

= v
R_outer. Provisioning Template
Output Conflguratlon ] Generator Library
Text Files : (per router) (long lived)
:
I

Systems and Internet Infrastructure Security Laboratory (SIIS)



PENNSTATE

Example: VPN edge router BGP conpbglet =

,,,,,,,,,,,,, Context
router bgp <BGP_1.CE_ASN> . Substitution

no synchronization
bgp log-neighbor-changes

network <WAN_IF_1.NETIP: ComputeIpMaSk Netip(<WAN_IF_1.IF_IP>,255. 255 255.252)> \ mask
255.255.255.252 ; .

255.255.255.252 S T _

network <WAN_IF_2.NETIP: computeIpMask Netip(<WAN_IF_2.IF_IP>,255. 255 255 252)> \ mask

network <ROUTER.LOOPBACKIP> mask 255.255.255.255 -

Functional Substltutlon
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Example: VPN edge router Base ACL =

Template Inclusion

[INCLUDE FROM (TEMPLATES) WHERE (INTEI&ACE.TYPE=<ROUTER.LOCINTTYP>)]
[ACLIST: SELECT (*) FROM (BASE_ACL) WHERE (COMMENT=DEFAULT)]

access-list <ACLIST.ACL_NUMBER> <ACLIST.ACL_ACNON> <ACLIST.ACL_ACTION_DETAIL>
[/ACLIST]

Ilteration via Context Substitution
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Lesson: Data Integration Adaptors 5

¥ Inputs frequently require Ohuman ey

» Multiple inconsistent data sources

I
! Step 1 Application Specific 1
Batch request : Data Model
! Parse inputs and
I I I 1 of related — P!
» Missing information L > oo el s |
short live : Application Specific |

! Default Rules

» Defaults do not always apply I

Application Specific Supplement !
Data Model PP y |

\ 4

Parse inputs and Provisioning
merge with > Datab.

¥ Approaching full automation 2

1
1

1

1

1

1

Application Specific :
Master Template :

1

1

1

1

. . . !
emplate '

ibrar 1

1

| 1

1

» Best effort data reconnaissance

» Apply default rules to resolve
Inconsistencies and Pll in missing
iInformation

Output

» Require only one manual conbrmation
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Future challenges ... S

¥ Reality of commercial network management is the
IS largely a problem of dirty data meets evolving o

unknown requirements and environmental states.
» Addressing these problems should be focus, by providing
technology that answers the questions, among others:
¥ What is the state of my network environment?
¥ Are the in inputs to my conbguration correct?

¥ What are the consequences of performing a conbguration
operation on existing services?

¥ How will | back out these changes if something bad happens

¥ How do | know that this is the correct conbguration (the
semantic gap)?
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